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	 ➤	Affix a privacy screen to your laptop to  
		  avoid the snooping eyes of those sitting  
		  next to you.  Privacy screens are paper-thin  
		  filters that act like mini-blinds on a window 	
		  and prevent anyone from viewing your 		
		  screen from the side.

	 ➤	Mark your laptop and case with a bright  
		  colored piece of tape to make it easy to  
		  identify in case of loss

	 ➤	Don’t use an expensive case for your laptop  
		  when you travel.  Place your laptop in a  
		  non-descript case like a backpack.  An  
		  expensive, high-tech case says ‘steal me.’

	 ➤	Always shut off the wireless Internet on 
		  your laptop when you’re not using it.  This  
		  can deter “Evil Twins” which masquerade  
		  as hotspots by sending out strong signals to  
		  steal passwords and personal information.

In sum, make sure you protect what you can 
control as best you can.  Then constantly  
monitor your financial records to make sure 
thieves haven’t uncovered your personal 
data.  The best offense is a good defense.  Be 
aware of identity theft, keep close track of your 
information and report any suspicious activity 
immediately.

Do realize, however, that your identity can’t  
be fully safe until you and only you are the  
only one who controls your data.  Without  
a credit freeze that allows consumers to freeze 
their credit reports stopping anyone from 
granting new credit without your approval,  
you will have to be vigilant about guarding  
your identity.
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How Identity Theft Occurs

An identity thief uses some piece of your 
personal information without your knowledge 
and uses it to commit fraud or theft.  The 
information that thieves want include:

	 ➤	Credit card numbers 
	 ➤	CW2 security numbers 
		  (on the back of your credit card) 
	 ➤	Credit reports 
	 ➤	Social Security Numbers 
	 ➤	Driver’s license numbers 
	 ➤	ATM cards 
	 ➤	Telephone calling cards 
	 ➤	Mortgage details	  
	 ➤	Dates of birth 
	 ➤	Passwords and PINs 
	 ➤	Home addresses 
	 ➤	Phone numbers

Identity thieves steal your personal information 
in a variety of ways.  Thieves will:

	 ➤	Steal wallets, backpacks, briefcases, personal  
		  digital assistants (PDAs) and purses that  
		  contain your personal and financial  
		  information like credit cards and  
		  identification.  Stolen wallets and purses are  
		  one of the primary ways that thieves gain  
		  access to your personal information.

	 ➤	Steal your mail, both incoming and outgoing,  
		  that includes financial statements, credit card  
		  offers, tax information and checks

	 ➤	“Dumpster dive,” which occurs when the  
		  trash at your house or at work is rummaged  
		  through for personal information

	 ➤	Steal your vehicle that contains your vehicle  
		  registration and insurance card

	 ➤	Rob your house or business where there  
		  is a treasure-trove of personal and financial  
		  information about you, your employees and  
		  your family

	 ➤	Get information from businesses and  
		  institutions that

	 	 •	 Leave unencrypted data on computers 	 	
			   that can be accessed by hackers 
	 	 •	 Inadvertently sell your data to crooks 
	 	 •	 Mail files in boxes that are stolen 
	 	 •	 Leave data on laptops that are stolen 
	 	 •	 Don’t monitor what employees are doing 	
			   with confidential information 
	 	 •	 Simply lose data

	 ➤	Scam you through email by posing as  
		  legitimate companies or government  
		  agencies with which you do business

	 ➤	Use the personal information that you  
		  readily share on the Internet

	 ➤	Obtain your credit report fraudulently by  
		  posing as a legitimate inquirer like an  
		  employer, a creditor or landlord – sometimes  
		  called “social engineering”

	 ➤	Complete a change of address form so your  
		  mail is forwarded to another address like a  
		  post office box for which they have access

	 ➤	Find personal and financial information that  
		  you leave accessible in your home

	 ➤	Lurk at ATMs or phone booths to pick  
		  off PINs, credit card numbers or passwords - 
		  sometimes called “shoulder surfing”

	 ➤	Steal your credit card numbers through  
		  “skimming” which occurs as your card is  
		  processed using a small information storage  
		  device that can read the magnetic strip on  
		  the back of credit cards.  Skimmers are  
		  readily available.  The “skimmer” can then  

One thief purchased a Sports Utility 
Vehicle using the victims Social Security 
Number and name.  The thief then burned 

the vehicle and filed a false insurance 
claim in the victims’ name.
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		  easily load the data onto another credit card  
		  and the thief is ready to buy.

	 ➤	Find their way around most technology.   
		  Thieves will manufacture devices that   
		  they use to capture personal information  
		  from point-of-sale terminals or ATMs and  
		  from magnetic strips on credit, debit and  
		  ATM cards.

Phishing 
Phishing is a practice that online fraudsters use 
to “fish” for confidential passwords and financial 
data from the “sea” of Internet users using email.  
Phishing has two major components:

	 ➤	Spoofing occurs when thieves create a near 	
		  exact replica of an existing website

	 ➤	Spamming occurs when you receive  
		  unsolicited email also known as junk email.   
		  A typical email will tell you that you need  
		  to update your account information for a  
		  financial institution account.  The email 		
		  contains a link that when “clicked” will take  
		  you to the spoofed web site where you are  
		  asked for some personal and financial  
		  information.  Once you enter in this  
		  information, the identity thief has access  
		  to it.

Phishing occurs when identity thieves use 
spoofing and spamming to lure you into 
providing personal and financial information  
on the Internet.

Pharming 
Pharming is a process that steals information 
from unsuspecting Internet users.

	 ➤	Pharmers direct users to fraudulent  
		  commercial web sites, which are practically  
		  indiscernible from legitimate sites, and  
		  capture personal data entered by users  
		  including login names, passwords and 		
		  financial information

	 ➤	Pharming is a sinister twist on the more  
		  familiar scam of “phishing” where people  
		  are tricked into giving up sensitive  
		  personal information after receiving an  
		  email solicitation

	 ➤	Pharming is more dangerous than phishing  
		  because criminals can steal personal  
		  information from Internet users who are  
		  completely unaware of their vulnerability

PHISHING – WHAT YOU CAN DO: 
 
Be aware of where you are on the Internet.  Are 
you on the site you thought you were?

Don’t be complacent about security

Don’t allow convenience to get in the way  
of security

PHARMING – WHAT YOU CAN DO: 
 
Delete unknown email messages and don’t 
download attachments or click on links 
included in the email

Don’t send personal or financial information 
via email

Make sure that you are on a secure, 
encrypted website before entering personal or 
financial information.  A secure site is usually 
designated by the URL beginning with “https” 
where the “s” stands for secure.  Also, look for 
the closed padlock at the bottom of the screen, 
which indicates secure.

Use anti-virus software on your PC or laptop 
and keep it updated

Add a firewall to your computer especially if you 
use broadband service



10Identity Theft     HOW IDENTITY THIEVES USE YOUR INFORMATION

Identity thieves can be separated into different 
groups.  One type of thief steals your information 
and sells it to others for cash.  Another type of 
thief buys your information and uses it to open 
new accounts or fraudulently uses your existing 
accounts.  And still, another type of thief steals 
and uses your information.

Identity thieves use your basic personal and 
financial information to generate huge profits 
for themselves.  Thieves need only small bits 
of information like your bank and credit card 
account numbers, your income, your Social 
Security Number, or your name, address and 
phone number to be on easy street.

Identity thieves will use your personal 
information in a number of ways.  Thieves will:

	 ➤	Use your existing credit and debit card  
		  account numbers to buy merchandise that 		
		  they can re-sell easily

	 ➤	Open new credit card accounts using your 	 
		  name, date of birth and Social Security  
		  Number.  They will use the credit cards and  
		  won’t pay the bills and then the delinquent  
		  accounts are reported on your credit report.

	 ➤	Establish phone or wireless service in  
		  your name

	 ➤	Open bank accounts and write bad checks

	 ➤	Take out loans and buy consumer goods like 	
		  cars in your name

	 ➤	Change the mailing address on your current  
		  accounts to gain time to use your accounts  
		  before you notice that anything is wrong

	 ➤	Give your name to police during an arrest.   
		  If the thief is released and doesn’t show up  
		  for the court date, an arrest warrant can be  
		  issued in your name.

	 ➤	File for bankruptcy under your name to  
		  avoid paying debts they’ve incurred or to  
		  avoid eviction

	 ➤	Counterfeit checks or debit cards and drain  
		  your checking or savings account

How Identity Thieves Use Your Information

“I don’t remember opening that credit 
card account.  And I certainly didn’t buy 

those items I’m being billed for.”
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Sometimes you find out that you have been a 
victim of identity theft at the most inopportune 
time.  For example, a lost job opportunity, a loan 
denial or even an arrest may be the first clue that 
you have been a victim.

Some of the most common ways to know if you 
have been a victim of identity theft include:

	 ➤	Unexplained charges or withdrawals on 
		  your checking or savings accounts

	 ➤	Failing to receive bills or other mail which  
		  may indicate a thief did an address change  
		  and your mail is now being mailed to the  
		  thief’s designated address

	 ➤	Receiving credit cards that you didn’t order

	 ➤	Being denied credit for no apparent reason

	 ➤	Receiving collection calls from creditors   
		  and debt collectors for bills that are  
		  not yours

	 ➤	Finding inaccuracies on your credit reports  
		  that are not the result of human errors

Are You a Victim of Identity Theft?

One thief stole a mortgage loan 
application from the purse of a 

consultant who was attending a trade 
show.  The consultant had been working 

on the application during down time 
at the trade show and after it was 
completed, the thief snatched it.
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If you have been a victim of identity theft, you 
must find out how many of your records have 
been compromised.  Some of the locations of 
your records are more common than others.   
The more commonly known databases include:

	 ➤	Credit bureaus 
	 ➤	Local and state police 
	 ➤	Division of motor vehicles

But, your personal information might also  
show up on:

	 ➤	Federal watch lists because of criminal  
		  activity of the identity thief

	 ➤	Fraudulent banking activity lists

	 ➤	Unknown addresses affiliated with your  
		  Social Security Number

If you become a victim of identity theft, act 
quickly to restore your good name.  The steps  
to take if you have been a victim of identity  
theft include:

STEP 1:  Contact the Credit Bureaus

	 ➤	Ask the credit bureaus - Equifax, Experian  
		  and TransUnion - to place a fraud alert  
		  on your credit report. See Resources –  
		  Credit Bureaus  The fraud alert instructs  
		  creditors to contact you before opening  
		  any new accounts or making any changes to  
	 	 your existing accounts.  When you contact  
		  one bureau about a fraud alert, they must  
		  forward the request to the other two bureaus.   
		  You will then receive a free copy of each of  
		  your reports.

Take Action if Your Identity is Swiped

An unsuspecting single mother of three got a big surprise when she checked her credit 
report.  What she found was that someone had opened over 20 credit card accounts  
and had taken out a car loan in her name.  Through diligence and some keen insight,  

she tracked down the thief to a fellow worker from a previous job.

	 ➤	Review your credit reports carefully.     
		  Look for:

	 	 •	 Inquiries that you didn’t initiate 
	 	 •	 Accounts you didn’t open 
	 	 •	 Unexplained debts on your true accounts	
	 	 •	 Incorrect personal information like your 	
			   Social Security Number, name, addresses 	
			   and employers

	 ➤	Extend the fraud alert beyond the standard  
		  90 days to seven years by writing each of the  
		  bureaus and include a copy of the police  
		  report that you have filed

STEP 2:  Contact Creditors and 			 
	             Financial Institutions

	 ➤	Close any accounts that have been  
		  tampered with or opened fraudulently.   
	 	 When you contact the credit card  
		  companies that may be at risk, ask them  
		  to register the account closing status as 		
		  “closed at customer request.” 

	 ➤	 If you are closing new unauthorized  
		  accounts, ask the company if they accept  
		  the Federal Trade Commission’s ID Theft  
		  Affidavit.  If they don’t, ask them for their 		
		  fraud dispute form.

	 ➤	 If you are disputing inaccuracies on your  
		  existing accounts, ask the company for their  
		  fraud dispute form

	 ➤	Stop payment on any outstanding checks  
		  if your checks have been stolen or misused.   
		  Ask your financial institution to contact the  
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		  appropriate check verification service about  
		  the fraud.  You should also contact the major  
		  check verification services and ask that  
		  retailers that use their databases not  
		  accept your checks.  See Resources –  
		  Check Verification Services

	 ➤	Open new accounts to replace those that  
		  have been closed

	 ➤	Create new Personal Identification Numbers  
		  (PINs) for your new accounts and place the  
		  PINs in a secure location

STEP 3:  Contact Local Authorities

	 ➤	File a police report with the local police  
		  department where the identity theft  
		  occurred.  As proof of the crime, make  
		  sure you get the police report number and  
		  information on how to reach the investigator.   
		  Give this information to all the companies  
		  you contact about getting your identity  
		  cleared up after the crime.

STEP 4:  Contact Government Authorities

	 ➤	The Federal Trade Commission (FTC) –  
		  file a complaint by contacting the Identity  
	 	 Theft Hotline.  See Resources – Federal  
		  Trade Commission  Fill out the FTC’s  
		  ID Theft Affidavit that you can use to  
		  report information to several companies  
		  simultaneously instead of filling out a  
		  separate form for each fraudulent account  
		  opened by an identity thief.  The FTC can  
		  provide important information to local law  
		  enforcement agencies to help track down  
		  identity thieves.

	 ➤	Social Security Administration (SSA) – if  
		  it appears that someone is using or has  
		  used your Social Security Number, report  
	 	 it using the Social Security Hotline.  Also, 	 	
		  check your Social Security statement with  
		  the SSA.   

		  Verify the accuracy of your reported earnings  
		  and that your name is reported accurately.   
		  See Resources – Social Security Administration

	 ➤	U.S. Postal Service – if your mail is being 	  
		  tampered with or being stolen, report it to  
		  the U.S. Postal Service.  See Resources –  
		  U.S. Postal Service

	 ➤	Contact your state’s Department of Motor  
		  Vehicles to report a lost driver’s license

STEP 5:  Maintain Good Records and  
              Follow-Up

	 ➤	Document all of your actions including the  
		  time and money you spend on straightening  
		  out your identity.  In some states, any person  
		  found guilty of financial identity theft will  
		  be ordered to pay restitution to the victim for  
		  any financial loss, including lost wages.

	 ➤	Keep copies of correspondence and  
		  documents related to the theft and make note  
		  of all telephone calls, including the date and  
		  time of your call and the name and title of  
		  the person who assisted you

	 ➤	Follow up all phone calls in writing.  Send  
		  your letter by certified mail, return receipt  
		  requested, so you can document what the  
		  company received and when.

	 ➤	Use the Identity Theft Tracking Charts in  
		  Appendix B to document all of your actions

	 ➤	Obtain a copy of your credit reports again in  
		  a few months to verify that your corrections  
		  and changes have been made and to make  
		  sure no new fraudulent activity has occurred

Fortunately, there are steps you can take when 
your identity has been stolen.  If you manage 
your personal information with caution on a 
consistent basis, you can guard yourself against 
identity theft in the future.
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Resolving credit problems that occur from 
identity theft can be time consuming and 
frustrating.  There are protections under federal 
law for correcting credit reports and billing 
errors.  There is also a federal law that protects 
you from being contacted by collectors about 
debts you don’t owe.   Federal laws have also 
been passed specifically targeting identity theft. 

Fair and Accurate Credit Transactions 
Act (FACT Act) of 2003 
On June 1, 2005, an amendment to the federal 
Fair Credit Reporting Act (FCRA) called the Fair 
and Accurate Credit Transactions Act (FACT Act) 
of 2003 became law.  One of the major goals of the 
FACT Act is to confront the problem of identity 
theft.  Some of the key provisions of the law  
to accomplish the goal of combating identity  
theft include:

	 ➤	Giving every consumer the right to their  
		  credit report free of charge every year.  At  
		  their request, consumers are able to review  
		  a free report every year from the three  
		  major credit bureaus - Experian, Equifax  
		  and TransUnion - for unauthorized activity  
		  including activity that might be the result  
		  of identity theft.  See Resources – Annual  
		  Credit Report Request Service  You can  
		  order all three reports at one time or stagger  
		  your order over time.

	 ➤	Helping prevent identity theft before it occurs  
		  by requiring merchants to leave all but the  
		  last five digits of a credit card number off the  
		  store receipts.  The law makes sure that the  
		  slips of paper that most people throw away  
		  do not contain their credit card number, a  
		  key to their financial identities.

	 ➤	Creating a national system of fraud detection  
		  to make identity thieves more likely to be  
		  caught.  Previously, victims would have  
		  to make phone calls to all of their credit card  
		  companies and three major credit rating  
		  agencies to alert them to the crime.  Now  
		  consumers only need to make one call to  
		  receive advice, to set off a nationwide fraud  
		  alert and to protect their credit rating.

	 ➤	Establishing a nationwide system of fraud  
		  alerts for consumers to place on their credit  
		  files.  Credit reporting agencies that receive  
		  such alerts from customers are now obliged  
		  to follow procedures to ensure that any  
		  future requests are by the true consumer,  
		  not an identity thief posing as the consumer.   
		  The law also enables active duty military  
		  personnel to place special alerts on their files  
		  when they are deployed overseas.

	 ➤	Requiring lenders and credit agencies to  
		  take action before a victim even knows a  
	 	 crime has occurred.  With oversight by bank  
		  regulators, the credit agencies will draw  
		  up a set of guidelines to identify patterns  
		  common to identity theft, and develop  
		  methods to stop identity theft before it can  
		  cause major damage.

	 ➤	Creating a Disposal Rule designed to protect  
		  sensitive personal information

	 	 •	 The rule states that “any person who 	 	
			   maintains or otherwise possesses  
			   consumer information for a business  
			   purpose” must properly destroy the  
			   information prior to disposal

Identity Theft and the Laws that Protect You

A very cautious consumer had his identity stolen and he had no idea how it happened.  
He always shredded documents before throwing them away.  He delivered his outgoing 
mail to the post office.  And yet, when he checked his credit report, he found $15,000 of 

unauthorized charges on credit cards that he didn’t use regularly.
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	 	 •	 In addition, every person and/or business  
			   must take “reasonable measures” to  
			   protect against unauthorized access to  
			   or use of the information in connection  
			   with its disposal.  Reasonable measures  
			   of disposal are defined by the FACT Act 		
			   as burning, pulverizing, or shredding of 	
			   documents or media containing consumer  
			   information including computer hard  
			   drives and CDs.

One of the important goals of the FACT Act is 
to simplify the confusing world of credit reports 
and to educate consumers about how credit 
decisions can remain for years and years.  With 
a free credit report and powerful tools to fight 
fraud, consumers have the ability to better 
protect themselves and their families.

Identity Theft and Assumption Deterrence 
Act of 1998 
The Identity Theft and Assumption Deterrence 
Act is the federal law that makes it a federal 
crime when someone transfers or uses another 
persons’ means of identification without a lawful 
reason to do so and with the intent to commit  
a crime.

Under the Act, the following are considered 
“means of identification”:

	 ➤	Name 
	 ➤	Social Security Number 
	 ➤	Credit card number 
	 ➤	Cell phone electronic serial number 
	 ➤	Any other information that may be used  
		  alone or in conjunction with other  
		  information to identify a specific individual

Identity Theft Penalty Enhancement Act 
In 2004, the Identity Theft Penalty Enhancement 
Act was signed into law.  This law provides 
greater penalties for identity thieves.  It creates 
the crime of “aggravated identity theft” 
punishable by up to two years in prison when 
committed in connection with other felonies.

Many states have also passed identity theft laws.  
For example, Arizona passed the first such law 
in 1996.  Contact your local consumer protection 
agency or attorneys general office, or ask 
your lawyer, to learn more about laws in your 
jurisdiction.  See Resources – Attorneys  
General Office

Fair Credit Billing Act 
The Fair Credit Billing Act of 1974 gives you 
particular rights when dealing with billing errors.  
Here are some of the key provisions of the law:

	 ➤	 It sets up a procedure for the quick correction  
		  of mistakes that appear on consumer  
		  credit accounts

	 ➤	You can challenge a billing statement for  
		  errors such as charges for unauthorized  
		  purchases, charges for items that were never  
		  delivered and failure to credit a payment

	 ➤	You must notify the creditor of a disputed  
		  item within 60 days

	 ➤	A creditor must investigate and, within two  
		  billing periods, either correct the mistake or  
		  explain why the charge is not an error

	 ➤	You cannot be billed for or forced to pay the  
		  disputed amount until the creditor has  
		  finished the investigation

	 ➤	 If it is determined that you are responsible  
		  for the bill, you must be given the usual  
		  amount of time to pay it

	 ➤	Your credit history is protected during the  
		  dispute process

	 ➤	Creditors must supply customers with   
		  a statement of their rights at the time the  
		  account is opened and at least twice a  
		  year thereafter
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	 ➤	A card issuer must credit your account on  
		  the day the issuer receives your payment,  
		  unless the payment is not made according  
		  to the creditor’s requirements

	 ➤	When you return merchandise or pay more  
		  than you owe, you have the option of  
		  keeping the credit card balance on your  
		  account or receiving a refund

	 ➤	 If you report your card lost before it is used,  
		  you cannot be held responsible for any  
		  unauthorized charge

	 ➤	 If your card is used before you report it  
		  lost, you are liable for $0 if it is reported lost  
		  within two business days.  After that, you’re  
	 	 liable for no more than $50.

	 ➤	 In some circumstances, you have the right  
		  to withhold payment for unsatisfactory  
		  merchandise or services

The Electronic Fund Transfer Act 
Check your credit billing and electronic fund 
transfer account statements often to ensure that 
there are no errors.  You might find mistakes that 
could damage your credit or reflect improper 
charges or transfers.  If you find an error, notify 
the company and dispute the error immediately.

The Electronic Fund Transfer Act establishes 
procedures for resolving mistakes on electronic 
fund transfer account statements that include:

	 ➤	Electronic fund transfers that you or anyone  
		  you have authorized to use your account  
		  have not made

	 ➤	Electronic fund transfers that are incorrectly  
		  identified or show the wrong date or amount

	 ➤	Math errors

	 ➤	Failure to post electronic fund  
		  transfers properly

	 ➤	Electronic fund transfers for which you ask  
		  for an explanation or written proof of  
		  purchase along with a claimed error or  
		  request for clarification

The Electronic Fund Transfer Act applies to 
electronic fund transfers like those involving 
automated teller machines (ATMs), point-of-sale 
debit transactions and other electronic banking 
transactions.

Fair Credit Reporting Act 
The Fair Credit Reporting Act (FCRA) is designed 
to promote the accuracy, fairness and privacy 
of information in the files of every Consumer 
Reporting Agency (CRA), the most common of 
which is a credit bureau.  Consumer Reporting 
Agencies are companies that gather and sell 
information about you like how you pay your 
bills and whether you have ever filed bankruptcy.

Under the Fair Credit Reporting Act, you have 
the right to:

	 ➤	Access your own file...At your request, the  
		  CRA must tell you everything in your report,  
		  and in most cases, the sources of the  
		  information.  The CRA also must give you a  
		  list of everyone who has requested your  
		  report within the past year – two years for  
		  employment-related requests.

	 ➤	Dispute inaccurate information...Under  
		  the law, both the CRA and the organization  
		  that provided the information to the CRA,  
		  such as a financial institution or credit card 	
		  company, have responsibilities for correcting 	
		  inaccurate or incomplete information in your  
		  report.  To protect all of your rights under 
		  the law, contact both the CRA and the  
		  information provider if you have a dispute.
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	 ➤	Have inaccurate information corrected/ 
		  deleted...You have the right to dispute  
		  inaccurate and outdated information on  
		  your credit report.  Your dispute should   
		  be put in writing with supporting  
		  documentation and mailed to the bureau.   
		  The credit bureau has a reasonable time  
		  (usually within 30 days) to respond to your  
		  dispute and if they find that the information  
		  in dispute is inaccurate, they must correct  
		  or delete it.

	 ➤	Have outdated information not be 		  
		  reported...In most cases, a CRA may not  
		  report negative information that is more   
		  than seven years old, and ten years  
		  for bankruptcy

	 ➤	Require consent for access to your file...		
		  Access to your file is limited.  The CRA can  
		  only provide information to an organization  
		  with a need to know.  Organizations  
		  recognized by the FCRA include creditors,  
		  insurers, employers, landlords or other  
		  businesses.  A CRA may not provide  
		  information about you to your employer,  
		  or prospective employer, without your  
		  written consent.

	 ➤	Seek damages if the FCRA is violated... 
		  Under the FCRA you may sue, in either a  
		  state or a federal court, any party that  
		  violates the FCRA including a CRA, a user 
		  of information or in some cases a provider  
		  of information to the CRA.

The FCRA gives you specific rights, but you 
may also have additional rights under state law.  
Check with your state’s attorneys general office.

Fair Debt Collection Practices Act 
If your identity has been stolen and the thief 
opened and used accounts in your name and 
didn’t make payment, you might receive 

collection calls.  You have certain rights under the 
Fair Debt Collection Practices Act (FDCPA).

Not all debt collectors are subject to the Act.   
It does not apply to banks, credit unions, other 
lenders, or businesses that collect their own 
accounts using their own names, nor does it 
cover them when they collect an isolated debt  
for another.

The law allows a collector to make reasonable 
efforts to communicate with a debtor about a 
debt.  A covered collector may not contact a 
debtor about an obligation:

	 ➤	At an inconvenient or unusual time -  
		  the hours between 8a.m. and 9p.m. are  
		  considered convenient

	 ➤	At an inconvenient place

	 ➤	At a place of employment after you have  
		  sent them a letter using certified mail/return  
		  receipt requested asking them not to contact  
		  you at work

	 ➤	 If the debtor notifies the collector in writing  
		  of a refusal to pay the debt or an objection to  
		  the contacts

There are some prohibited tactics that a covered 
collector may not use.  The law prohibits 
harassing, oppressing or abusive conduct in 
connection with collection of a debt.  This 
includes but is not limited to:

	 ➤	The use or threat of violence or harm to the 	
		  person, his/her reputation or property

	 ➤	Use of obscene language

	 ➤	Publicizing the debt

	 ➤	Anonymous, annoying or repetitive 			
		  telephone calls
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	 ➤	False, deceptive or misleading  
		  representations as to the  
		  collector’s identity

	 ➤	False representations of the status of the  
		  debt and the consequences of nonpayment

	 ➤	Failure to adequately disclose the reason  
		  for contacting the consumer

	 ➤	Collecting an additional fee not authorized 
 		  by law or the terms of the debt agreement

	 ➤	Charging the debtor for collect calls or  
		  telegram fees

	 ➤	Communicating by post card

Within five days after contacting a debtor about 
paying a debt, the collector must send a written 
notice that includes the following information:

	 ➤	The amount of the debt

	 ➤	The name of the creditor

	 ➤	That the debt will be assumed to be valid  
		  unless disputed within 30 days

	 ➤	That if disputed, the collector will verify it  
		  and send a copy of the verification or of a  
		  judgment against the consumer

	 ➤	That upon request, the name and address  
		  of the original creditor will be provided.   
		  During a period when a debt is being  
		  verified, the collector may not attempt to  
		  obtain payment.

Checking Laws 
No federal law limits your losses if someone 
steals your checks and forges your signature.  
However, state laws may protect you.  Most 
states hold the financial institution responsible 
for losses from a forged check, but they also 
require you to take reasonable care of your 
account.  For example, if you don’t report a lost 
or stolen check in a timely manner, you might be 
held responsible for the forgery.  Contact your 
state banking or consumer protection agency for 
more information.
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Monitoring your credit should be a key 
component in your personal financial plan.

It is important that you understand the 
information in your credit report, regardless  
of your financial situation. This information 
directly impacts your ability to obtain a credit 
card, buy a car or home, rent an apartment, or 
even get a new job. Two of the best reasons for 
reviewing your credit report today are to make 
sure your credit report is accurate and to protect 
yourself from fraud or identity theft.

You can create your own free ongoing 
monitoring system by getting one of your free 
credit reports every four months.  For example, 
in January, order your Experian report from 
annualcreditreport.com.  Then in May, order  
your TransUnion report.  And finally, in 
September, order your Equifax report before 
starting the process again in January.  Since  
all three bureaus have most of the same 
information, you will be able to monitor the 
activity on your credit reports and identify  
any questionable items.

Identity theft insurance makes sense if you can 
add it to your homeowners’ insurance policy as 
an inexpensive rider, if you are self-employed or 
you are paid by the hour.  Most of the expense 
in fighting identity theft is with the number of 
hours it takes to correct everything.  Insurance 
policies will reimburse you for financial loss like 
photocopying and other expenses and for lost 
income if you’re self-employed or paid hourly.  
Insurance can make sense, but the main solution 
is prevention, which is free.

If you employ a service to monitor your credit 
report, make sure that the reports from the three 
major bureaus are monitored.  If you monitor 
only one or two of the major credit bureaus, a 
thief could open accounts with creditors that use 
the credit bureau you are not monitoring.

When it comes to your personal information, 
caution and prudence are the words of the day.

Monitoring Your Credit to Protect 
Against Being a Victim

A business traveler checked into a hotel and used his personal credit card by mistake.  
He didn’t realize the mistake until after the clerk had swiped his card. 

His business card was then processed to pay for the hotel stay.  Over the next two days, 
more than $1,500 of merchandise was fraudulently purchased on his personal  

credit card. The fraud was discovered by the credit card issuer that identified unusual 
activity on the card and cancelled the card.



Experian 
To order your credit report:

	 1-888-EXPERIAN 
	 (397-3742)

	 www.experian.com

	 Experian 
	 P.O. Box 9532 
	 Allen, TX  75013

To report fraud, call the Experian 
Credit Bureau Fraud Line,  
1-888-EXPERIAN (397-3742)

Annual Credit Report 
Request Service 
P.O. Box 105281 
Atlanta, GA  30348-5281
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Annual Credit Report Request Service 
You can order a free copy of your credit report from each of the major credit bureaus – Equifax, 
Experian and TransUnion:

            1-877-322-8228                       www.annualcreditreport.com  

Attorneys General Office 
Contact your state attorneys general office for important consumer information to protect your rights  
and privacy.  Here are two examples: 
 
                                          www.in.gov/attorneygeneral – for the state of Indiana 
                                              www.michigan.gov/ag – for the state of Michigan

 
Check Verification Services 
Certergy, Inc.			       					          ChexSystems		

	 1-800-437-5120	 	 	     	 	 	 	 	      1-800-428-9623	 	

 
SCAN – find out if the identity thief has been passing				     
	     bad checks in your name			                    	      TeleCheck			        

	 1-800-262-7771	 	 	 	 	 	 	 	      1-800-710-9898

 
Credit Bureaus 
Equifax 
To order your credit report:

	 1-800-685-1111

	  
	 www.equifax.com

	 Equifax  
	 P.O. Box 740241 
	 Atlanta, GA  30374-0241

To report fraud, call the Equifax 
Credit Bureau Fraud Line,  
1-800-525-6285

RESOURCES

TransUnion 
To order your credit report:

	 1-800-916-8800

	  
	 www.transunion.com

	 TransUnion  
	 P.O. Box 1000 
	 Chester, PA  19022

To report fraud, call theTransUnion 
Fraud Line, 1-800-680-7289



Department of Motor Vehicles (DMV) 
Some DMVs distribute your personal information for marketing and other purposes.  Contact your 
state’s DMV to determine if they share such information and to opt out if possible.

Federal Trade Commission 
Call the Federal Trade Commission (FTC) to file a complaint about an identity thief or obtain useful 
online forms like the ID Theft Affidavit 
  
Identity Theft Hotline

	 1-877-IDTHEFT (438-4338)

 
	

	 www.ftc.gov or www.consumer.gov/idtheft 

 
Opt Out 
To exclude your name from mailing lists for pre-approved credit card or insurance offers, call or go to:

	 1-888-5-OPTOUT (567-8688)	 	 	 www.optoutprescreen.com		 	 	 	
 
 
Social Security Administration 
To check your Social Security statement: 
 
	 1-800-772-1213	 	 	 	             www.socialsecurity.gov

 
Social Security Fraud Hotline – to report fraudulent activity with your Social Security Number 
 
	 1-800-269-0271  

U.S. Postal Service 
U.S. Postal Inspectors – to report fraudulent activity with your mail

	 1-800-372-8347

 
U.S. Postal Service – to place a vacation hold on your mail when you will be away for an  
			     extended period of time

	 1-800-275-8777

Identity Theft Clearinghouse 
Federal Trade Commission 
600 Pennsylvania Ave., NW 
Washington, DC  20580
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Financial Inventory

1. Personal Information & Documents

Family Member								                 Date of Birth		       Social Security Number

Document 											                                           Location

Birth certificate
Marriage license
Passport
Vaccination records
Military discharge papers
Divorce decree
Power of Attorney
Other

2.  Safe Deposit Boxes

Box #1

Box #2

Depository Address

Identity Theft   APPENDIX A

Owner Person with
Power of Attorney Contents



3. Bank Accounts

Bank Name

4. Investments

Type
(Stock, Bond, Mutual Fund, etc.)

5.  Employee Savings, Retirement or Stock Plans

Employer

24

Account Type Account Number
Location of

Bank Records

Account Number Number of Shares Location of
Account Statements

Type of Plan Value Date of
Valuation Beneficiary
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6.  Real Estate Records

Property Address &
Description

7.  Children’s Accounts and Trusts

Child’s Name

8. Life Insurance

Insurance Company

Location of
Deed

Location of Property
Tax Receipts

Name/Address of
Mortgage Lender

Type of
Account or Trust

Where Funds
Are Invested

Name & Address of
Custodian or Trustee Value

Policy # Face Value Beneficiaries Location of Policy



9.  Health Insurance

Insurance Company			       Policy #			      Type of Coverage		      Location of Policy

10. Casualty Insurance (Homeowner’s or Renter’s, Auto, etc.)

Insurance Company		      Policy #	       Type of Coverage	    Policy Limits         Agent & Phone

Return & Documents					                                            Location

Current Year

Last Year

Prior Years

11.  Income Tax Records

12.  Credit Cards and Loans

Type of Card or Loan	     Issuer or Lender		        Account Number	  Location of Statements

26
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13.  Will

Attorney Name, Address	
& Phone Number

14.  Burial Plot

Cemetery								                         Location of Deed and Burial Instructions

Type						                  Name			                     Address        		         Phone #

Attorney
Stockbroker
Tax Preparer
Life Insurance Agent
Financial Planner
Other

15.  Advisers

16.  Additional Remarks

Attach an additional page here outlining any instructions that might be helpful to someone taking 
over your affairs.

Executor Name, Address
& Phone Number Location of Will
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Identity Theft Tracking Charts
Credit Bureaus

Bureau
(Equifax, Experian,

TransUnion)  

Activity
(Report Fraud,

Get Report, Other)  

Date
Completed Contact Person

Remarks
(Detail of Conversation, Phone #, 
Email, Address, Extension, etc.)

Creditors

Creditor
(Name, Address,
Phone #, Email) 

Activity
(Report Fraud, Fill Out 
Affidavit, Send Affidavit, 
Close Account, Open 
New Account, Create  

New Passwords)

Date
Completed Contact Person

Remarks
(Detail of Conversation, Phone #, 
Email, Address, Extension, etc.)
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Financial Institutions

Contact
Person

Date
Completed

Remarks
(Detail of Conversation, Phone #, 
Email, Address, Extension, etc.)

Activity
(Stop Payment, Report 

Check Fraud, Close
Account, Open New

Account, Create New
Passwords)

Type of
Account
(Checking, 

Savings, etc.)

Financial
Institution

(Name, Address,
Phone #, Email)

Government Agencies

Contact
Person

Date
Completed

Remarks
(Detail of Conversation, Phone #, 
Email, Address, Extension, etc.)

Report #

Agency
(Dept. of Motor  

Vehicles, Federal Trade 
Commission, Police 
Department, Social 

Security Administration,	
U.S. Postal Service)

Activity
(File Report, Opt 

Out, File Complaint, 
Fill Out Affidavit, Report 

Crime, Get Report #,
Obtain Social Security

Statement)
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Other Contacts
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Contact PersonDate
Completed

Remarks
(Detail of Conversation, Phone #, 
Email, Address, Extension, etc.)

ActivityOrganization



IDENTITY THEFT
If you or someone you know has ever been a victim of identity theft, you know how 
time consuming, costly and painful it can be.  With Identity Theft, you’ll learn what 
identity theft is, how thieves get and use your personal information, how to protect 
yourself and what to do if you are a victim.  With some good knowledge and simple 
steps, you can protect your identity from those who want it.

1-877-33-ACCEL
1-877-332-2235
WWW.ACCELSERVICES.ORG

©2008 GreenPath, Inc.




